Certification according to IEC 62443

Industrial IT Safety and Security for Control
and Communications Systems Industry 4.0

In Industry 4.0 the standard IEC
62443 (Industrial Communication
Networks — Networks and System
Security) has established itself as
internationally-recognised standard
for proof of conformity in the process
and automation industry. Due to a
lack of standardisation specifications,
today many other industrial sectors
are also turning to this standard. As
a consequence, |[EC 62443 is
becoming the central standard for
Industry 4.0.
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Areas of application

of the standard and

contents of the audit

The series of standards currently comprises

eleven parts. These address the logical levels of
organisation/processes, system and components as well

as process-related and functional requirements. IEC 62443
therefore represents a standard for the entire industrial spectrum, in
keeping with the requirements of operators, integrators and manufactur-
ers. In this, in the auditing of processes and systems account is taken of
both classic business structures (TIC testing, inspection, certification) and
measures for the product testing or certification of components. The
standard is based on a systematic, structured and continuous approach,
in order to analyse and assess the asset value of all processes, systems
and components in an iterative manner that is true to the documentation.
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Your path to Industry 4.0 readiness

The linking of different levels within the company itself and with customers
and suppliers outside of the organisation requires a combined approach
to security. If you augment your certification to IEC 62443 with a further
certification according to ISO 27001, you can satisfy the highest security
requirements according to the current state of the art. This degree of ma-
turity signifies Industry 4.0 readiness. With our integrated Security4Safety
risk management we can identify weak points at the level of components,
products and processes prior to a possible certification.
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We will be happy to inform you in person of the
individual phases and their realisation. Send us this
reply via e-mail. We look forward to hearing from you.
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Contact us at

TUV NORD CERT GmbH
Tel.: 0800 245-7457
technology@tuev-nord.de
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The benefits for you

B Verification of your security and safety standards to customers and
business partners via the neutral proof of TUV NORD CERT

B Minimising of the risk of errors and damages to reputation (risk
management)

B Reduction of costs and risks via the identification and elimination
of digital security vulnerabilities in advance

B Your customer orientation, performance, quality and security are
evident to outsiders

B Transparent feedback via accomplished security experts at TUV
NORD for the further development of your learning organisation

One-stop certification expertise

TUV NORD CERT has been an internationally-recognised and reliable
partner for inspection and certification services for many years. Our S4S
project team is actively represented in the standards committee of the
|IEC 62443 and is directly involved in the creation of the standard. As a
result, this key, up-to-date inside knowledge is incorporated into the posi-
tive further development of your company. Our auditors support you in all
phases from development to marketing of your products, providing
objective feedback parallel to this. Regarding the IEC 62443 standard
series, we are currently in an accreditation process with the Deutsche
Akkreditierungsstelle (DAKkS), which will be completed shortly. We wiill
therefore be able to offer you accredited certification to IEC 62443 as one
of the first providers on the market.

[] Yes, | am interested in certification according to
IEC 62443. Please contact me.

Post code/town

Telephone

Fax

E-mail

Further information can be found at
www.tuev-nord-cert.com
and www.security4safety.com
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