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Evaluation target 

Evaluation target is the Qualified Electronic Signature Creation Device (QSCD) “„proNEXT 
SignatureActivationModule“,Version 1.0.0.  

Description of the evaluation target 

The QSCD consist of a software component (short TOE) in a dedicated protected environment and a 
cryptographic module (HSM) certified against EN 419 221-5. It is a remote QSCD where the qualified 
trust service provider manages the electronic signature creation data on behalf of a signatory. 

The TOE is the software product "proNEXT SignatureActivationModule" (SAM), which implements the 
signature activation Protocol (SAP). The SAM ensures that the signer has the sole control of his signing 
keys. It uses the Signature Activation Data (SAD) to activate the corresponding signing key for use in 
a cryptographic module. The SAD binds together the signer authentication with the signing key and 
the data to be signed.  

The TOE is deployed in a dedicated tamper protected environment that is connected to the HSM via a 
trusted channel. 

Delivery of the evaluation target 

The TOE including the TOE documentation is composed in a software zip-archive on a DVD, which is 
handed over via personal delivery by the TOE manufacturer to the customer. The integrity of the 
delivered TOE has to be checked comparing the SHA512 hash values of the TOE. 

 

No. Type Item / SHA-384 Hash Value Form of Delivery 

1. SW SAM Service 
(file name: SAMService-1.1.1.tar.gz) 
4ded16bd3625c5b24f83bfee028a2091b013c70d67fc917edfeab22a
6412685a965627f46654353e0e2acb323558a4caa8e0167f8b92b4
14780ba550a7b799f9 

Contains the source 
code files of the SAM 
Service component. 

2. SW SAM Firmware 
(file name: SAMFirmware-1.0.0.gz) 
5d219dab5a1d88e54e98bf0f77acb40e1f742c69b20553948df8935
88abb94e68ad672d5d74f0e206c397384ad3ba0dbb9f34e586232
9cd96a28494d8b18a614 

Contains the firmware 
module of the SAM 
Firmware component. 

3. SW ManagementCLI of SAM 

(file name: manageSAM-1.0.0.tar.gz) 
039ea49567d1a19efbba969253ad635fbd5f1cf3fc68b2cf41976dba
aae528f8b70ac6a5bc89751adf775252f23ce75f93cd3265a5dcbfcc
4a7abd7df67c3aff 

Contains the 
component 
ManagementCLI SAM, 
which has the files 
manageSAM.sh, 
manageFW.sh and 
checksumSAM.sh in 
it. manageSAM.sh is 
the management script 
for the SAM Service. 
manageFW.sh is the 
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